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• Managing an environment with 2 or more FMS Servers can be time 
consuming due to key challenges:

• How to keep the servers in sync
• How to make sure that changes made on any of the Foglight Servers are 

replicated onto others.
• How to avoid human nature’s capacity to forget and make the changes across all 

servers.
• How to make the FMS administrator more productive by reducing the replication 

challenges.
• Which servers are to receive the changes when servers are spread out and are 

divided into departments, regions, …

Centralized Config – Why
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• Easy to deploy
• Lots of options
• User friendly UI
• Remote Administration of solution across servers
• Master Server Synchronization mode
• Ability to inject items into clusters
• Automatically syncs changes to many items done on one FMS server to other 

servers:
• Creation
• Deletion
• Modification

Centralized Config – Highlights



Confidential4

• Cluster the servers such as a change in the cluster will only impact servers 
that are part of that cluster.

• Monitor the status of changes from any FMS
• Track on which FMS a change happened and when.
• Receive alerts on failures.
• Obtain and audit trail of all activities.
• Flow Injection

Centralized Config – Highlights
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Centralized Config – High Level
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• Manage Development and Production separately.

Centralized Config – Use Case 1
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Centralized Config – Use Case 2
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Centralized Config – Flow
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• Administrative items:

• Cartridges
• Disabled
• Enabled
• Installed
• Uninstalled

• Sync Created, Deleted and Modified for the following items:
• Schedules
• Registry Variables
• Derived Metrics
• Rules
• Blackouts

Centralized Config – Items Synced

Presenter
Presentation Notes
Blackouts:
	Only the Newly created and Deleted items are automatically propagated.
	Even though we can detect changes to the Blackout topology object it is not dependable since a topology object can change often which will cause a huge amount of updates across the system that do not necessarily reflect changes in the structure of the blackout.
	Blackouts need to be pushed in order for existing and changed blackouts to be synced to other systems.
	Pushing is easy and can be automated.

The following properties are synched:
name
inheritable
description
scheduleIds
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• Agent Properties

• Secondary ASP (Lists used by agents)
• Created
• Deleted 
• Modified

• Default Primary ASP (Default properties for an agent type)
• Modified

• Persistence Policies

• Sync Created, Deleted and Modified for the following items:
• Lifecycle
• Retention Policies
• Default Lifecycle
• Schemas
• Grouping Policies

Centralized Config – Items Synced - Continued

Presenter
Presentation Notes
Secondary ASPs:

	Only lists used by 2 or more agents are propagated. This avoids propagating lists created specifically for one agent. (this is a user customizable setting)
	No changes to default lists are ever propagated.

Primary ASPs

	Only changes to the default properties are propagated. 
	Default ASPs can not be deleted or created as such it is irrelevant for this item.
	Changes to a specific are not propagated since those are private to the agent in question and the agent only exist on one FMS.

Persistence Policies:
	Only the Newly created and Deleted items are automatically propagated.
	There is not a reliable way of detecting when a change happened within FMS as such none of the items are automatically synced.
	The items need to be pushed in order for existing and changes to be synced to other systems.
	Pushing is easy and can be automated.
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• Services

• Security Items
• LDAP
• Roles
• Groups
• Users

• WCF Resources
• User Scripts

Centralized Config – Items Synced - Continued

Presenter
Presentation Notes
For all the listed items:
	only the Newly created and Deleted items are automatically propagated.
	Items need to be pushed in order for existing and changed items to be synced to other systems.
	Pushing is easy and can be automated.

Services:

Services are synched in a special way, only the following types are tracked:
FSMCategory 
FSMService 
The following properties are synched:
name
shortDesc 
desc 
includeRelatedHosts
perspective
domainAssociationIDs
definition
The definition property is synched in a special and recursive way. 
The engine will sync any FSMService or FSMChildService it encounters within the definition and will recursively scan the definition of each service it syncs for other services as to make sure the complete tree is captured.
Every included service has the above mentioned properties synched.
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Centralized Config – Defining Clusters
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Centralized Config – Changing Settings
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Centralized Config – Rule Management
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Centralized Config – Pushing Items
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Centralized Config – Inject Items
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Centralized Config – Items Not To Sync
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Centralized Config – Administration Items
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Centralized Config – Agent Properties
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Centralized Config – Persistence Policies
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Centralized Config – Services
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Centralized Config – Security
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Centralized Config – WCF Resources
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• Minimum required FMS version
5.9.3

• Supported Databases Minimum Version
Microsoft SQL 2008 (version 10.0.1600 or later) 
Oracle 9i R2 
MySQL 5.1.45 
PostgreSQL 9.4.0

Centralized Config – System Requirements
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