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• Advanced Administration is an “agentless” solution that requires minimal setup, and 
can be broken down into 5 primary feature sets:

Advanced Administration - Solution

Advanced features for 
Foglight 

Administrators 
(Administrator Mode)

Template Based 
Management

Application 
Management, 
Creation and 
Monitoring

Advanced Alarm 
Analysis

Application Operations 
Console
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The Advanced Administration Administrator Mode features an 
enhanced User interface and ability remotely manage your 
remote Foglight Management Servers to: 

Administrator Mode

Edit Rule 
Settings

Manage 
Agents

Edit 
Registry 

Variables

Manage 
Hosts
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Administrator Mode - Rules

Presenter
Presentation Notes
Enable\Disable
Edit Rule Specific Registry Variables
Enable\Disable existing conditions
Set/Clear Blackouts
Change triggering type
Change Behavior
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Administrator Mode – Rule Registry

Presenter
Presentation Notes
Change Global value of the registry variable
Scope to objects that only apply to the rule’s scope.
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Administrator Mode - Registry
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Administrator Mode - Agents

Presenter
Presentation Notes
Activate, Deactivate
Stop/Start Data Collection
Blackouts
Remove (Undeploying requires the Auto Undeploy Cartridge)
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Administrator Mode - Hosts
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Template Based Management

Access 
Control

Add/Remove
Start/Stop/Blackout
Activate/Deactivate

Groups and 
User 

Permissions

Assign Rules 
to Manage

Host Objects in the 
Rules template are 

Automatically selected 
when applied

Remote 
Administration

Cross Server 
Propagation

Define templates once 
on one server

Assign 
Agents
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Specify the Groups or Users that are allowed to manage the items defined in the 
Template.

Access Control

*Requires Auto Deploy/Un-deploy Cartridge

Assigned 
Agent 

Permissions

Activate

Deactivate

Assigned 
Agent 

Permissions

Blackout

Start/Stop 
Data 

Collection

Assigned 
Agent 

Permissions

Allow to 
Add 

Agents*

Allow to 
Remove 
Agents*

Assigned 
Agent 

Permissions

Edit 
Simple 

Properties

Edit List 
Properties

Clone Lists
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Access Control (continued)

Available Rule Related Permissions

Enable/Disable 
Rule

Enable/Disable 
Conditions

Manage 
Registry

Configure 
Email 

Notifications

Configure 
Escalation 

(Email)

Manage 
Blackouts

Manage 
Behavior

Manage 
Triggers Rule Creation



Confidential12

Templates UI – Access Control
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Templates UI – Assign Hosts



Confidential14

Templates UI - Assign Agents
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Templates UI - Assign Rules
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Agent Management UI

Presenter
Presentation Notes
Access limited based on assigned permissions and user logged in.

Activate, Deactivate
Stop/Start Data Collection
Blackouts
Remove (Undeploying requires the Auto Undeploy Cartridge)
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Agent Management UI - Edit

Presenter
Presentation Notes
Access limited based on assigned permissions and user logged in.

Activate, Deactivate
Stop/Start Data Collection
Blackouts
Remove (Undeploying requires the Auto Undeploy Cartridge)
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Host Management UI

Presenter
Presentation Notes
Access limited based on assigned permissions and user logged in.

Remove Agent (Undeploying requires the Auto Undeploy Cartridge)
Add agent (Deploying requires the Auto Deploy Cartridge)
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Rule Management UI

Presenter
Presentation Notes
Access limited based on assigned permissions and user logged in.

Enable\Disable
Edit Rule Specific Registry Variables
Enable\Disable existing conditions
Manage Emails (Enable, Disable, Define)
Manage Escalation Emails (Enable, Disable, Define)
Set/Clear Blackouts
Change triggering type
Change Behavior
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Rule Management UI – Rule Registry
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Rule Management UI – Rule Creation

• Simple Query Editor
• 1 or more metrics can be used
• 1 or more conditions can be applied.
• Fatal, Critical or/and Warning
• Variable support in messages

Presenter
Presentation Notes
Multi-Seve
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Alarm Analysis
Analyze alarms based on 
Severity & Time Frame

Analyze alarms 
per Rule

Display in a graph

Drill down

Analyze Alarms across multiple 
Foglight Management Servers

• Identify Active Alarms created during 
analysis period

• Assist with correlation to other alarm

• Identify Alarms (by Rule) that were 
active/created during the analysis period

• Correlate to other rules that are alerting

• Evaluate the impact of what is generating 
the alarm

• Look at the alarms represented in the bar 
graph

• Harness Foglight’s power the way it was 
meant to be used in a large environment
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Alarm Analysis – Alarm Impact

Multiple Foglight 
Mgmt. Servers 

selected

Presenter
Presentation Notes
Control on number of days to analyze (up to 7 days)
Granularity is used to plot the graph
Alarms can be analyzed based on business hours (Registry settings)
Alarms to be analyzed can be either the ones created during the specified time or have been active during that period
Ability to specify which severities to include in the analysis
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Alarm Analysis – Rule Impact

Multiple Foglight 
Mgmt. Servers 

selected

Presenter
Presentation Notes
Control on number of days to analyze (up to 7 days)
Granularity is used to plot the graph
Alarms can be analyzed based on business hours (Registry settings)
Alarms to be analyzed can be either the ones created during the specified time or have been active during that period
Ability to specify which severities to include in the analysis
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Alarm Analysis – Bar Alarms
Clicking on a bar in the chart will 
only display the alarms that are 
represented by the bar.
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Application Management lets you build 
an Application Container/Definition for 
each critical application right inside 
Foglight, allowing you define, track, 
report, alert, and perform advanced 
analysis on all aspects of its 
performance.

Application Management

• SLAs
• Contacts
• Metadata
• Tiers

• DB, App, Web, Firewall, Network

Create, Define, and Monitor Applications

Build Derived metrics on application and tiers

Build rules on applications and tiers

Perform Advanced Alarm Analysis
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Application Definitions
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Application Monitoring
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Application Alarm Analysis
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Application Ticket Creation

• Integration with the PSO Integration Cartridges (subset displayed below) 
allowing for a user to open a ticket manually if the need arises.
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Application Derived Metrics
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Application Rules
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Applications Operation Console

Monitor 
Applications 

across 
Multiple 
Servers
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Advanced Administration – Applications Operation Console
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• Minimum required FMS version
5.9.3

• Supported Databases Minimum Version
Microsoft SQL 2008 (version 10.0.1600 or later) 
Oracle 9i R2 
MySQL 5.1.45 
PostgreSQL 9.4.0

Advanced Administration – System Requirements
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